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IPv6 and Health-Sciences Topics at Internet2 Fall Meeting  

The Fall 2011 Internet2 member meeting will be October 2 through 6 in Raleigh, 
North Carolina. 

IPv6 and advanced networking topics include: 

 “Securing IPv6 Without Breaking It”, presented by Bill Owens of NyserNet.  He 
will talk about steps that must be taken in dual-stack IPv4/IPv6 networks to 
ensure that IPv6 is transited reliably. 

 An Internet2 IPv6 working group meeting. 

Health-sciences related topics include: 

 A status update regarding the early adopters of the Nationwide Health Infor-
mation Network. In particular, the session will discuss how 16-hospitals in 
western North Carolina can now exchange records with the Asheville VA Medi-
cal Center, which serves veterans in a 19-county area, according to the agenda.   

 A panel discussion of the system of health networking initiatives in Kansas, 
called “Rural Hospital Networks HIE Initiatives and the Journey Toward Mean-
ingful Use”.  This session will be streamed live. 
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IPv6 Interagency Meeting 
Agenda Announced 

The VA Inter-Agency IPv6 

meeting will be hosted by the 

VA IPv6 Steering Committee in 

Crystal City, VA on October 12.  

On October 13, a “Government 

IPv6: Enabling Next-Generation 

Agency Operations Conference 

and Expo” (in cooperation with 

Digital Government Institute) 

What is IPv6 
IPv6 is the next generation In-
ternet protocol developed by 
the Internet community to re-
place the current IPv4 protocol.  
IPv6 provides an almost unlim-
ited amount of address space 
and has been developed to 
meet the requirements and per-
formance of today’s businesses, 
governments, and consumers.  
While IPv4 and IPv6 can operate 
on the same network, they are 
not directly interoperable. 
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IPv6 Forum introduces BOUNDv6 program  

One of the more common mis-
conceptions that network engi-
neers have regarding IPv6 is 
that fragmentation doesn’t exist 
in IPv6.  While it is true that 
“intermediate nodes” such as 
routers are not permitted to 
fragment IPv6 packets, the 
source computer may fragment 
IPv6 packets, thus opening up 
many of the same concerns that 
exist with fragmentation in 
IPv4. 

Like IPv4, it is possible that an 
IPv6 fragment does not include 
layer 4 information, including 
TCP and UDP port information, 
which can make it difficult for 
some firewalls and routers to 
correctly filter fragments.  For 
those firewalls and routers 
which have the ability to reas-
semble fragments for packet 
inspection purposes, the pres-
ence of many fragments may 
impact the network device’s 
performance (Note that while 
the firewall/router may not for-
ward packets in reassembled 
form, it should forward them in 
the same manner that it re-
ceived them.). 

Like IPv4, it is possible for IPv6 
fragments to be sent out of or-
der, requiring that the destina-
tion computer maintain state 
on the fragments that is re-
ceives.  As is possible with IPv4, 
in IPv6 it is possible for the des-
tination computer’s networking 

The IPv6 Forum has kicked off the 

“BOUNDv6 Program” as a global effort 

involving laboratories, service providers 

and equipment manufacturers.  Accord-

ing to the BOUNDv6 Program’s web site, 

its goal is, “to create a permanent multi-

vendor network environment con-

necting approved laboratories where 

the community can test IPv6 enabled 

applications and devices in meaningful 

test scenarios.” 

The BOUNDv6 announcement indicated 

that the BOUNDv6 network will create a 

permanent multi-vendor network envi-

ronment that will initially connect IPv6 

Ready Logo approved labs and U.S. gov-

ernment approved labs, where the com-

munity can test IPv6-enabled applica-

tions and devices.  The program main-

tains one of the biggest challenges will 

be that all implementations will be en-

couraged to have security built-in on all 

test cases. 

Erica Johnson, lead of the BOUNDv6 

Project and Director at the University of 

New Hampshire Interoperability Labora-

tory (UNH-IOL), remarked, "Creating 

opportunities and discovering new ways 

to test IPv6 is important to the progres-

sion and transition process. The 

BOUNDv6 Network will enable the IPv6 

industry to collaborate with labs and 

other participating vendors in order to 

ensure high quality of services and con-

nectivity". 

Doug Montgomery, Manager, Internet 

and Scalable Systems Research and 

USGv6 project lead said, "The BOUNDv6 

effort will form an important adjunct 

to the USGv6 product testing program 

in helping Government agencies 

achieve their 2012 and 2014 IPv6 de-

ployment mandates.  NIST hopes to 

facilitate broader USG participation 

and use of the BOUNDv6 network to 

perform vital integration testing of the 

IPv6 enabled services necessary to 

achieve these goals.” 

BOUNDv6 presents a great opportunity 

for validating and testing the next 

phase of IPv6 implementations, Ron 

Broersma, Chief Engineer, Defense Re-

search and Engineering Network 

(DREN) said in the announcement. 

"IPv6 is ready for prime time, but some 

business models and applications are 

not ready for IPv6.”  

The program is the follow-up to the 

“Moonv6” project, which was champi-

oned by the late Jim Bound, who led 

the project and the North American 

IPv6 Task Force (NAv6TF). 

Moonv6 was a joint effort between the 

NAv6TF involving the University of 

New Hampshire Interoperability Labor-

atory (UNH-IOL), Internet2, equipment 

manufacturers, service providers and 

worldwide IPv6 Forum task force net-

work pilots.  Considerable contribu-

tions to the project were made by the 

U.S. Government’s Department of De-

fense Joint Interoperability Testing 

Command (JITC), the Defense Research 

and Engineering Network (DREN) and 

High Performance Computing Modern-

ization Program (HPCMP). 

Named after the chair of  “Moonv6” program for which it is an update of, 

BOUNDv6 will create a multi-vendor  IPv6-based test environment. 

IPv6 Tech Corner 
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Interagency Meeting (continued) 
will occur at the Ronald Reagan Build-

ing in Washington, DC.* 

Highlights of the October 12 agenda 

include: 

• Carol Bales, Senior Policy Ana-

lyst of the Office of Management and 

Budget, will present “Where Do We 

Stand? The OMB View” 

• Derrick Evans of the VA will 

moderate “Panel: Agency IPv6 Acquisi-

tion Approach,” which will include Ste-

phen Nightingale of NIST and Lori Do-

novan of the Department of Com-

merce as panelists. 

• The VA’s Ralph McDonald will 

moderate “Panel: Ordering IPv6 Ser-

vices, Lessons Learned.” 

• John Baird of the Defense Re-

search and Engineering Network 

(DREN) will moderate “Panel: IPv6 

Challenges & Lessons Learned.” 

• The IAC will present an “IPv6 

Roadmap Update” 

• Stu Mitchell of DOI and Luis 

Gonzales of DHS have been invited to 

present on the Federal IPv6 task force 

working groups. 

At publication time, an agenda was not 

available for the October 13 confer-

ence and expo, but according to DGI’s 

web site, attendees will explore gov-

ernment best practices and lessons 

learned. 

Agenda and registration information 

for the VA Inter-Agency IPv6 meeting is 

available at:  

http://interagency.auspextech.com/.  

Information and registration for 

“Government IPv6: Enabling Next-

Generation Agency Operations Confer-

ence and Expo” is available at:  

http://www.digitalgovernment.com/

Events/Conferences/Government-IPv6-

-Enabling-Next-Generation-Agency-

Operations-Conference--Expo.shtml. 

* The VA IPv6 Steering Committee and 

Digital Government Institute are sepa-

rate entities not affiliated in any man-

ner.  The two organizations are sharing 

information to build a content rich, dy-

namic conference to meet the needs of 

the public sector IPv6 community. 

The IPv6 Q&A Corner 

Tech Corner (continued) 

stack to be impacted from reor-
dering fragments or while 
waiting for all the fragments of 
a packet to be received. 

Unlike IPv4, as stated above, 
intermediate nodes may not 
fragment IPv6 packets that can-
not be forwarded because the 
next hop network segment’s 
MTU is too small to transit the 
packet.  Per IETF RFC, the inter-
mediate node must drop the 
packet and send an ICMPv6 
“packet too big” message back 
to the source computer.  If the 
intermediate node does not 
send an ICMPv6 “packet too 
big” message back to the source 
computer, and the source com-
puter does not receive this mes-
sage, it is possible that the 
source computer will continue 
sending packets which the in-
termediate node is required to 
drop. 

Many modern firewalls and 
routers can correctly handle 
IPv6 fragments, but this is still a 
work in progress.   

Q: What happened to IPv5?  

The current Internet Protocol (IP) is called Internet Protocol version 4 (IPv4).  

The next generation Internet Protocol is called Internet Protocol version 6 

(IPv6).  So, what happened to Internet Protocol version 5 (IPv5)? 

Internet Protocol version 5 was assigned to a protocol called “Internet 

Stream Protocol”, which is documented in IETF Request For Comments (RFC) 

document number 1190, published in October 1990 and in RFC 1819, pub-

lished in August 1995.  Internet Stream Protocol was designated as an ex-

perimental version of the Internet Protocol and intended for limited use on-

ly.  As described in RFC 1190, Internet Stream Protocol was based on a spec-

ification originally written in 1979.  Internet Stream Protocol was allegedly 

designed to implement technologies such as flow specification (flowspec) 

and Quality of Service (QoS). 

http://interagency.auspextech.com/
http://www.digitalgovernment.com/Events/Conferences/Government-IPv6--Enabling-Next-Generation-Agency-Operations-Conference--Expo.shtml
http://www.digitalgovernment.com/Events/Conferences/Government-IPv6--Enabling-Next-Generation-Agency-Operations-Conference--Expo.shtml
http://www.digitalgovernment.com/Events/Conferences/Government-IPv6--Enabling-Next-Generation-Agency-Operations-Conference--Expo.shtml
http://www.digitalgovernment.com/Events/Conferences/Government-IPv6--Enabling-Next-Generation-Agency-Operations-Conference--Expo.shtml
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VA IPv6 Steering Committee 

Steve Pirzchalski 
Chairman & VA IPv6 Transition Lead 
 

Wes Crum 
IPv6 Transition & Pilots 
 

Juan Adames 
IPv6 Security 
 

John DelTognoArmanasco  
IPv6 Addressing 
 

Rick Shew 
IPv6 Training 
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October 12, 2011 Washington, DC  

VA Interagency IPv6 Meeting 

October 3-8, 2011 Raleigh, NC 
Internet2 Fall Member Conference 

Upcoming IPv6 Related Events 

Contact the VA IPv6 Program Office 

 

Derrick Evans:  derrick.evans@va.gov  (202) 560-7299 

 

Ralph McDonald: ralph.mcdonald@va.gov (301) 427-2179 

 

Get more information on VA’s IPv6 efforts at:  

http://vaww.netops.oit.va.gov/IPv6.asp 

October 13, 2011 Washington, DC  

DGI IPv6 Conference 

November 1-3, 2011 San Jose, CA  

GoGoNet Live2 


